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RV-ACRN:the Port of ACRN on RVé4 Architecture
https://github.com/intel/acrn-riscv

RV-ACRN

Development Branches:

Project Info

* main: m-mode hypervisor, Android + Linux SMP VVMs run on Sophgo
SG2042 machine; h-mode hypervisor, 2 \V/Ms run on QEMU

« uefi-dev: EDK2 EFI BIOS + Ubuntu SMP VVM run on QEMU
« tee-dev: RISC-V TEE VM enabling

« ACRN™ s atype-1opensource hypervisor that runs on bare-metal hardware featured by safety,
real-time and security with real production applications on x86 (IEC-61508) .
https://projectacrn.org

* RV-ACRN s the ACRN’s RISC-V port that can well run on Multi-Segment RISC-V SoCs with
both m-mode hypervisor and h-mode hypervisor supported.
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RV-ACRN TEE Architecture
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d RV-ACRN
= Type-1Hypervisor
= SBIMPXY support
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RV-ACRN TEE Deployment Model
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Solutionl: TEE on RISC-V (H-Ext + OMMU)
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RV64 w/o H-Ext

Solution2: TEE on RISC-V (PMP + |IOPMP)
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RV-ACRN Hypervisor Architecture
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Context Switch Flow
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MPXY Structure

SBI_MPXY_SHM

SBI_MPXY_SEND_MSG_W_RSP

TEE Management VM
rpmi msg queue ~ vCpu
\ mpx
tee_switch S

-/

Note: TEE always waits for REE request and returns
result back to REE after handling the REE’'s RPMI
request. The state machine is driven by RPMI protocol,
and the communication channelis setup by SBI_MPXY
extension.
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Memory Isolation Between VMs
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RV-ACRN maintains per-VM G-stage page table
for each VM to isolate the memory b/w VMs.

VM can only access predefined memory region
defined by G-stage page table.

* GVA:Guest Virtual Address

= GPA: Guest Physical Address

= HPA:Host Physical Address

= HVA:Host Virtual Address

Address Translation
= GVAto GPA via VS-stage page table in guest (vsatp)
= GPA to HPA via G-stage page table in hypervisor (hgatp)
= HVA to HPA via MMU page table in hypervisor (satp)

Note: for mMACRN mode, PMP is used toisolate the VM
memory space, so the G-stage page table is replaced
with PMP configurations, which still fits in the same

architecture.

intel.



Device DMA Access Isolation with I OMMU

VMO - OS VMn - OS
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ACRN Hypervisor
IOMMU Page IOMMU Page
Table (VV0) Table (VM n)

DMA Remapping Hardware

RISC-V Summit China 2025

Driver in guest uses guest physical address(GPA)
as DMA target address

Device issue DMA access using address setup by
guest (whichis GPAS

AllDMA transactions are captured by IOMMU
hardware do the translation from GPA to HPA
according to the Address Translation Structures
(2nd-stage PT is used on ACRN)

=  With 2nd-stage PT setup for VMs in Hypervisor,
Devices assigned toone VM can'taccessthe
r[r)wl\e/IrRory belonging to hypervisor or other VMs via

Note: formACRN mode, IOPMP is used to isolate the
DMA transactions, so the 2nd-stage PT is replaced
with IOPMP configurations, which still fits in the same
architecture.
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TEE Secure Boot Flow

OP-TEE is verified and
launched right after Hypervisor!
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= Useread-only orimmutable root filesystem
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(e.g., boot cmdlines,
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References & Acknowledgements

RV-ACRN TEE Repos:
 RV-ACRN: https://qgithub.com/intel/acrn-riscv/tree/tee-dev
e REE Linux VM: https://qgithub.com/intel/linux-riscv/tree/hvp-tee
« OP-TEE VM: https://github.com/haicheng-li/optee_os

Project ACRN™ Community
 High Level Security Design (link)

RISE Security Software WG
« OPTEE_00_01- OP-TEE support (link)

RVI Community
* Introduction to OP-TEE for RISC-V (link)
« RISC-V SBIMPXY Spec (link):
« RISC-V RPMI Spec (link):
« RISC-V Security Model (link)
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https://lf-rise.atlassian.net/wiki/spaces/HOME/pages/8587868/OPTEE_00_01+-+OP-TEE+support
https://www.youtube.com/watch?v=nXnHdGxVlrU
https://github.com/riscv-non-isa/riscv-sbi-doc/
https://github.com/riscv-non-isa/riscv-rpmi
https://github.com/riscv-non-isa/riscv-security-model
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